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Abstract: The paper is centered on the active initiatives from the ICT (information and communication 
technology) field using analysis and comparison of adopted solutions in ICT products for the support 
of competitive advantages. Confrontation of existing options is demonstrated on a security layer of 
selected products. This wider analysis brings an overview via operating and database systems, BI, 
and  CRM  products.  A  good  starting  point  is  an  analysis  of  selected  products  by  Petri  Nets  with 
simulation  using  a  multidimensional  and  object  approach.  The  realized  analysis  shows  ways  of 
security  resolution  in  selected  products  and  a  mutual  comparison  of  these  solutions  leads  to  an 
improved design of solutions in individual implementations. For example, Sugar CRM offers an optimal 
way of restricting access by date for access control to tabs and visible records for the user. Other 
positive options are advanced security (validation of IP address, maximum upload file size) or logging 
slow queries. Improvement requires restricted access for the system administrator (inspired by the 
Oracle database system) or transparent user identification (as in operating systems). Another benefit 
would be to simplify the overall concept of the accepted security layer from five components to four by 
merging  the  user  account  and  system  administrator  area  or  audit  and  logging  with  an  advanced 
security area. 
Key words: Analysis, BI and CRM products, competitive advantage, ICT innovations, operating and 
database systems, Petri Nets 
1.  Introduction 
Innovations  and  competitive  advantages  have  tight  binding  to  information  and  communication 
technology.  The  reason  is  prosaic;  every  product  of  information  technology  must  respect  actual 
requirements  and  the  purpose  is  to  help  with  data  processing  in  various  human  activities.  ICT 
development for a technically new or significantly improved product and process is often used in an 
innovative  firm.  (Oslo  manual,  2001)  A  unique  advantage  is  that  innovations  are  used  for  the 
implementation of beneficial changes. Searching for these changes is based on a detailed analysis of 
existing solutions for better or new use. Competitive advantage is visible in comparison to competitors; 
firms  must  prove  many  different  factors.  The  key  factors  are  price,  product  and  service  quality, 
diversity  of  products  and  services,  flexibility  of  response  and  decision  making,  and  especially 
continuous duration of each activity – speed. (Kavan, 2002) 
There  exist  various  methods  for  evaluation  of  innovation  efficiency,  for  example,  the  Summary 
Innovation Index that is determined by calculating a set of indicators: human resources, knowledge 
creation, transfer and use of knowledge, finance innovation, outputs and innovative markets. (Žítek, 
2010) The same factors and indicators for the evaluation of quality, diversity and flexibility are also 
needed for ICT products. Innovation efficiency is important for all firms and organizations, but for small 
and mid-sized firms (SMEs), it creates one essential difference. SMEs must resist the pressure of 
competition  and  markets  to  ensure  uniqueness  and  uncompromising  quality.  ICT  has  the  unique 
potential to help with needed processes and activities for SMEs that make up 99% of companies in the 
EU. (Small and medium-sized enterprises, 2011) ICT potential brings options for the new ability to 
create an optimal place of European attractiveness based on green ICT. (Basl, Buchalcevová, Gála, 
and  Targa,  2012)  There  are  a  number  of  programs  and  initiatives  that  link  scientists,  small  and 
medium enterprises, individuals with the support of major companies, and partners. A good example is 
the  “Voices  for  innovation”  program  (Voices  for  innovation,  2012),  the  CzechInno  Association 
(CzechInno,  2012),  or  the  Association  of  Innovative  Entrepreneurship  CR  (AIE  CR,  2012).  The 
community of IT (information technology) professionals and businesses are supported with an aim to 
disseminate information about ICT needs and to find new opportunities in innovation and technology 
transfer.  The  user  environment  and  user  product  perception  is  very  important  for  optimal 
implementation  of  information  technology.  Their  big  potential  is  visible  in  relation  to  ICT  service ACTIVE INITIATIVES AND ICT INNOVATIONS FOR THE FORMATION OF COMPETITIVE ADVANTAGE 
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architecture like a phenomenon of present society development (Voříšek and Jandoš, 2010) and cloud 
computing (Sarga, 2012). 
2.  Innovative Initiatives from the ICT Field 
Terms  like  innovations,  competitive  advantages,  initiatives  and  ICT  have  close  links  in  the  global 
information society. Firms, organizations and individuals must resist dynamic changes and search for 
optimal conditions for market penetration. Unfortunately, benefits and profits are not defined by a clear 
definition. Most ICT product users can run various applications and work with a large volume of data 
for the support of realized activities, but the results of such activities are not identical. Results are 
influenced  by  applied  methodology,  communication  skills,  analytical  abilities  and  flexibility  to  solve 
existing problems with the support of innovations and competitive advantages. 
Competitive  advantage  is  defined  by  various  views  and  there  are  different  interpretations.  For 
example,  the  default  conception  of  competitive  advantage  is  defined  as  a  comparative  view  on 
a surveyed subject and capacity (static approach) or performance (dynamic approach) to sell and to 
offer goods and services in the market. (Steinmetzová et al, 2008) Another approach specifies the 
broader concept of competitive advantage based on multicriterial methods with hard and soft data. 
The first group creates hard (measurable) data from international and national statistics. The second 
group creates soft data. This complex cannot be accurately measured, but it can be evaluated with 
surveys and respondents (often management of companies in the evaluated country). (Lopez-Claros, 
Porter,  Schwab,  2007)  The  frequently-used  indicators  are  institutional  framework,  infrastructure, 
education  quality,  technological  readiness  (use  of  new  technologies),  and  innovation.  One  way  to 
innovation is based on progressiveness of the technical solution. (Dvořák et al, 2006) Services using 
ICT  are  based  on  applied  processes  with  the  support  of  needed  hardware  and  software.  These 
services are characterized by: 
  Method of implementation, 
  Number of authorized users, quantity of processed data, 
  Qualitative characteristics like availability, response time, reliability, age of transmitted data, 
  Knowledge about technologies for consummation selected service. (Voříšek, 2009) 
This way is characterized by an underestimation of the importance of marketing research, which has 
resulted in poor estimation of the behavior of potential customers. The influence of the user view on 
information  technology  is  clearly  visible  in  implementing  ICT  products  like  BI  and  CRM  products, 
database and operating systems. Operating and database systems have a standard place for the 
support of active work with processed data. BI and CRM products have recently come into general 
knowledge. The reason is interest about customers and the future with an aim to generate a more 
stable development and conditions. 
BI  products  are  attractive  applications  that  affect  many  firms,  organizations,  or  individuals.  These 
products offer tools for the analysis of existing data from various sources. An innovative initiative is the 
concept view for the future. It includes the creation of hypotheses from historical data, the application 
of  conclusions  on  current  events,  and  finally,  management  of  future  events  through  predictive 
analysis. (Are you ready for BI 2.0?, 2011) In contrast to BI products, CRM products have a direct link 
to  customers  (often  users  of  information  technology).  The  aim  of  CRM  innovation  is  to  optimize 
customer  relationship  and,  thus,  increase  long-term  performance.  (Neumann,  2004)  For  example, 
Sugar CRM shows more information about costumer’s satisfaction via Net Promoter Score (Freeman, 
2012) based on centralized access to repository for all customer data, and proactive communicate 
with customers. 
Database systems are a natural selection for storing and further processing stored data to decision-
support using required information. The information forms actual data with a necessary visual format. 
These systems aim to develop such architecture that ensures better scalability without loss of data 
availability for users. (Pokorn�,  2006) The leading products (MS  SQL, My  SQL, and Oracle) offer 
a user-friendly environment for administration and everyday use to users via websites or a point-and-
click  environment.  Special  emphasis  is  placed  on  security,  power,  and  speed  for  an  immediate 
response. Operating systems create a background for data processing based on the optimal use of 
hardware sources. At first glance, these products are ubiquitous without importance of innovation with 
regard to little direct contact of users and clients. The opposite is true. Operating systems must be in 
very  good  condition  to  offer  optimal  process  timing  of  urgent  requests  from  all  users  and  all 
applications. MILENA JANAKOVA 
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The benefit is that small and middle-sized firms or individuals also use the above-mentioned products 
for the support of realized activities. They can select from commercial or open-source solutions, but 
what is missing are models with indicators for the management, application and innovation, including 
links to other areas. This situation is documented by the Survey: business software behind the user-
friendliness, where 75% of respondents aged 35 years or less say that they use a spreadsheet like 
Microsoft Excel instead of enterprise information systems like ERP and CRM, because they consider 
these application as cumbersome. (Survey, 2011) One way to improve the current status is to simulate 
adopted solutions in selected ICT products and their comparison for further vision design of other 
innovations. An attractive way is to open simulation to various layers across the application class. 
3.  Methodical Approach and Simulation for Comparison 
Active innovative initiative analyzes existing resolutions in selected ICT products. Selected products 
and systems include: 
  openSolaris operating system – system from the group of UNIX operating systems. (Oracle 
Solaris  Product  Documentation,  2012)  UNIX  operating  systems  are  important  in  building 
a server  environment  for  sharing  available  hardware  sources  and  accessing  needed 
applications. 
  Oracle database system – traditional system with a major market share in database solutions. 
The Oracle database system (Oracle Enterprise Manager, 2012) offers a powerful database 
system with a high user-friendly interface and automatic management based on alerts. 
  Jaspersoft Suite as a BI product – an open-source solution that is dedicated to reports and 
analyses for performing on-line analytical tasks. (Jaspersoft Suite, 2012) The benefit is an easy 
menu with a browser-to-composition analysis for offered products, services, social networks 
(Slaninová et al, 2010), or also educational systems (Munk and Drlik, 2011). 
  Sugar  CRM  products  –  an  open-source  solution  for  integrated  information  management 
regarding customers, contacts, sales, calls, or meetings. The benefit is a lifecycle of customer 
accounts  with  detailed  information  about  activities,  opportunities,  or  contacts.  (Sugar  CRM, 
2012) 
The  selected  products  and  systems  were  analyzed  in  given  layers.  This  approach  is  suitable  for 
developing operating systems. The benefit is the ability to divide a specified area into several (5-7) 
components for better simulation and mental understanding of reality. These layers are architecture, 
process management,  file  systems,  user  environment,  and  security.  For  example,  follow  lines  are 
dedicated  to  security  analysis.  This  layer  is  important  for  every  ICT  product  with  regards  to  user 
confidence,  accuracy  of  processed  data,  and  overall  stability  of  the  implemented  system.  The 
methodology  approach  is  based  on  verified  access  via  the  MDIS  multidimensional  methodology 
(Voříšek, 2009) with object access. Object access is necessary and selected analysis by Petri Nets 
allows work with the object as a transition, place, and arc. Petri Nets are specified as: 
N = (S , T, δ0, δ1), where  (1) 
  S  is a free commutative monoid of states, 
  T is the set of transitions, 
  δ0, δ1: T → S  give the source and target of each transition. (Abramsky, 2008) 
The basic Petri Net objects are places and transitions. Places obtain status information in the form of 
brands (tokens). Transitions are active objects of the created model and they show activities that can 
occur. Places and transitions are linked. (Papík, 2010) A model where security mechanisms were 
implemented  into  Sugar  CRM  is  shown  in  Fig.  1.  This  model  is  created  in  the  Petri  Nets  HPSim 
simulating program. (Petri Nets Tools Database Quick Overview, 2012) The created model describes 
the  implemented  security  composition  in  given  product.  It  is  apparent  that  security  mechanisms 
(CRM_Sec) have been given the following relation: 
CRM_Sec = (UA, SA, RAD, AS, AL),  (2) 
where UA is dedicated to the user account area, SA specifies security for system administration, RAD 
defines a  way  to restrict  access to data,  AS are advanced security  options,  and  AL are standard 
monitoring  events  in  Sugar  CRM.  These  components  are  created  by  the  items  for  detailed 
specification via P2-i (for i=1-5), P3-j, P4-j, P5-j (for j=1-3), P6-k (for k=1-2): ACTIVE INITIATIVES AND ICT INNOVATIONS FOR THE FORMATION OF COMPETITIVE ADVANTAGE 
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Fig. 1.  A model describing security composition in CRM Sugar. 
The above-specified model creates places as white circles and transitions as black rectangles. The 
places and transitions are linked with oriented edges. The specified places of the model are: 
  P1_SecurityCRM – Sugar CRM interface also accessing security components. 
  P2,  P2-1,  …,  P2-5  –  places  are  dedicated  for  user  account  specification  via  login  name, 
password, rules for simultaneous instances, roles and teams, and security timeout. 
  P3,  P3-1,  …,  P3-3 –  places  are  dedicated  for  system  administration  specification  via  login 
name, password, and layout options. 
  P4, P4-1, …, P4-3 – places are dedicated for restricted access by date via access control to 
tabs, role, and row level. 
  P5,  P5-1,  …,  P5-3  –  places  are  dedicated  for  advanced  security  options  like  validate  IP 
address, maximum upload file size in bytes, and ways to encrypt passwords. 
  P6, P6-1, P6-2 – places are dedicated to audit the process and monitor with automatic logging 
events and log slow queries. 
The required transitions of the defined model are: 
  T1_CompositionSecurityOptions – Sugar CRM avails setting security via tabs and buttons for 
correctly security and restriction. 
  T2_SpecificationUA,  T3_SpecificationSA,  T4_SpecificationRAD,  T5_SpecificationAS, 
T6_SpecificationAL – transitions for detail definition the security components. 
  T7_ConfirmSetting – transition enabling to set and manipulate with defined components and 
items via tabs with buttons, check boxes, or menus. 
The validity of the defined model is verified by starting the given simulation. A route cycle is built from 
place P1 via specified transitions and places. Places P2 – P6 create the implemented components to 
security control of CRM product. The created models are further analyzed by matrix algebra such as 
the incidence matrix and the set of reachable markings. Please see Table 1. MILENA JANAKOVA 
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Table 1.  Analysis of a model with an incidence matrix and reachable marking 
  Incidence matrix  t1  M1  t2, …, t6  M2  t7  M0 
  t1  t2  t3  t4  t5  t6  t7  M0  M1  M2 
p1  -1  0  0  0  0  0  1  1  0  0 
p2  1  -1  0  0  0  0  0  0  1  0 
p2-1  0  1  0  0  0  0  -1  0  0  1 
p2-2  0  1  0  0  0  0  -1  0  0  1 
p2-3  0  1  0  0  0  0  -1  0  0  1 
p2-4  0  1  0  0  0  0  -1  0  0  1 
p2-5  0  1  0  0  0  0  -1  0  0  1 
p3  1  0  -1  0  0  0  0  0  1  0 
p3-1  0  0  1  0  0  0  -1  0  0  1 
p3-2  0  0  1  0  0  0  -1  0  0  1 
p3-3  0  0  1  0  0  0  -1  0  0  1 
p4  1  0  0  -1  0  0  0  0  1  0 
p4-1  0  0  0  1  0  0  -1  0  0  1 
p4-2  0  0  0  1  0  0  -1  0  0  1 
p4-3  0  0  0  1  0  0  -1  0  0  1 
p5  1  0  0  0  -1  0  0  0  1  0 
p5-1  0  0  0  0  1  0  -1  0  0  1 
p5-2  0  0  0  0  1  0  -1  0  0  1 
p5-3  0  0  0  0  1  0  -1  0  0  1 
p6  1  0  0  0  0  -1  0  0  1  0 
p6-1  0  0  0  0  0  1  -1  0  0  1 
p6-2  0  0  0  0  0  1  -1  0  0  1 
Specified places (pi, pi-j) contain information about status in the form of tokens. Defined transitions (tk) 
constitute  available  changes.  Incidence  matrix  represents  for  places  in  form  whole  number  (from 
positive to negative) change in number of brands. 
*** 
The  above-mentioned  analysis  is  a  good  starting  point  for  comparing  adopted  solutions  in  other 
systems and information technology product. A strong point of Sugar CRM security is that it restricts 
access to date and advanced security. Security control for a user account and logging events are 
standard in all products. The added value is logging slow queries to better performance of product. 
A weak  point  of  Sugar  CRM  is  declared  in  comparison  with  other  systems.  For  example,  every 
administrator evaluates a transparent user identification number like in operating systems or a list of 
opened log files. The Oracle database system has a strong point in its very sophisticated resolution for 
restricting access to data via the system administrator. The system administrator's account is a weak 
point of many systems like operating systems, BI, or CRM. Database systems resolve this area from 
the  view  of  information  misuse  for  unfair  competition.  The  question  for  further  analysis  is  wider 
implementation access to objects via given privileges in various products. The good message is that 
systems offer encryption for passwords or stored data. 
The common relation is deduced based on the comparison of the number of implemented components 
in the adopted security structure via selected products (operating and database systems, BI, and CRM 
products).  The  OpenSolaris  operating  system  offers  four  components:  user  account,  system ACTIVE INITIATIVES AND ICT INNOVATIONS FOR THE FORMATION OF COMPETITIVE ADVANTAGE 
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administrator, restriction data access, as well as audit and logging. The Oracle database system also 
offers a similar security structure range with four components, but the adopted solution respects the 
database  system  needs.  A  CRM  product  offers  up  to  five  components  for  security  settings  (user 
account, system administrator, restriction data access, audit and logging, advanced security). 
If ImpSec represents the number of implemented components for security structure in ICT products, then: 
4   ImpSec   5  (3) 
CRM security structure use an inspirational solution for advanced security, but overall CRM security is 
not more stable than for example the Oracle database system; therefore, simplification is necessary. If 
Future_Sec  represents  the  number  of  implemented  components  for  a  future  security  structure  in 
installed ICT products, then: 
3   Future_Sec   4  (4) 
CRM product evolution can continue on the idea of the Oracle database system, and can adapt an 
easier solution for the security structure with four components. A further question is the appropriate 
simplification of security structure via three components based on merging, for example, user account 
and system administrator areas, or audit and logging and advanced security areas. 
4.  Conclusion 
The  needs  of  the  information  and  global  society  are  dynamic  and  diverse.  Their  development 
influences  innovations  and  competitive  advantage  with  the  support  of  ICT  products.  Competitive 
advantage  is defined  via  hard and soft data  with  an aim to obtain optimal benefit and  profit. The 
interest  is  centered  on  infrastructure,  education,  technologies,  and  innovations.  Implemented  ICT 
products must help with optimal data processing based on necessary analysis and innovations. The 
aim is to improve competitive advantage with products and services offered at a higher quality. There 
are  a  number  of  initiatives  and  programs  for  the  support  of  innovation  efficiency  like  Voices  for 
innovation, the CzechInno Association, or Association of Innovative Entrepreneurship CR. They create 
an international environment for sharing new ideas and approaches. 
One type of ICT innovation builds on the simulation and comparison of adopted solutions in selected 
products.  This  paper  is  centered  on  CRM  applications  (Sugar  CRM)  with  links  to  operating  systems 
(openSolaris), database systems (Oracle), and BI products (Jaspersoft Suite). This selection respects the 
interest of users about such software with links to actual needs of firms, organizations, and individuals. The 
aforementioned method uses the multidimensional methodology and object access with the support of 
Petri Nets. A created model graphically illustrates an implemented security structure in Sugar CRM (user 
account, system administrator, restriction data access, audit and logging, advanced security). This model is 
further analyzed by an incidence matrix and a set of reachable markings. Other interesting results bring a 
comparison with another solution in selected ICT products. The strong and weak points of Sugar CRM 
security are better visible. A good CRM solution restricts access to date and advanced security for the 
validation  of  an  IP  address,  maximum  upload  file  size,  or  log  of  slow  queries.  On  the  other  hand, 
transparency of user identification according to number or restricted access for the system administrator 
requires further elaboration. Another benefit is the definition of common relations that are deduced for the 
number of implemented components in the adopted security structure. CRM security is not more stable 
(with five components) than, for example, the Oracle database system (with four components); therefore, 
simplification is necessary by merging defined options. 
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